


Housekeeping

❑ - Please remain muted at all times, unless invited to ask a question during the Q&A session

❑ - To ask a question during the Q&A session: please use the ‘raise hand’ function if you wish to ask a 
question out loud; or you can ask your question via the Chat box before and during the Q&A session

❑ - During the discussion, please remain respectful, do not interrupt others and ensure any questions 
or comments remain on-topic

❑ - Please keep your video off during presentations – you are encouraged to turn your video on during 
the Q&A/discussion session

❑ - The webinar is being recorded 

| 2





Sensitive data: affecting people, communities, and 

populations...

Data linkage: safely connecting sensitive data to 

benefit people, communities and populations…   

Mission
To put the UK at the forefront of sensitive data research and 

innovation by assembling the tools, technologies and standards 
needed to streamline secure data linkage and use

Vision
For all research and innovation to benefit from seamless, secure use 
of diverse sensitive data, at a pace, efficiency and scale approaching 

that of the open data ecosystem, that revolutionises research 
productivity and accelerates research to deliver public good
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Stay in touch! – QR codes

Subscribe to our newsletter Follow us on X 
(Formerly Twitter)

Follow us on
LinkedIn

Visit our website



Federated Infrastructure for digital pathology 
Reporting and Expert Data Annotation in a Secure 
Environment

Simon Doran and the FIREDANSE project team
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Context of the FIREDANSE PROJECT

Image credit: codecamp.com

Å AI for image analysis has come a 
long way in the 15 years since we 
were trying to decide what was a 
dog and what was a cat …
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Progress to date: Months 1 – 3 

Å WP3: Federated worklist and task manager

▪ Initial research on appropriate methodologies / coding 
language.

▪ Version 1.0 of task manager software has been created 
and tested.

▪ First deployment of the task manager on a “production” 
system is underway.

Å WP4: Digital pathology viewer

▪ Good progress has already been made on integrating 
the microscopy viewer with our customised forms, but 
this is still a work in progress.

Å WP5: Platform testing

▪ Work is underway to define a dataset and set of 
annotations required to test the finished platform.



The Balinese fire dance:
inspiration for our project’s name
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Å Exchanging data between Trusted Research 
Environments is a complex process.

Å Preventing data from being accessed by the wrong 
people or the accidental disclosure of personal 
information is a high priority for the public.

Å The Balinese fire dance symbolises the careful 
choreography required to move sensitive data 
safely – a balancing act of jeopardy, precision, 
coordination and technical mastery.

Å Our goal is to provide smooth, seamless and secure 
access to sensitive image data stored in multiple 
different repositories around the country.

Å The practical outcome will be to make it easier to 
train computers to analyse pathology images…

Å … and for human experts to verify that the new AI 
algorithms are working properly, so that patients 
can trust diagnoses that they make.



Federated Synthetic Text Generation
Goran Nenadic, University of Manchester
gnenadic@manchester.ac.uk



Federated Synthetic Text Generation



Å Often most personal, sensitive and risky

ς Healthcare, finance, education, security, . . .

ς Sometimes unexpected things would appear in these.

Å How do we provide safe access to sensitive free-text data for AI 
development?

Å Options to reduce the risk of re-identification

ς De-identification and pseudo-anonymisation (STAR-TRE): remove 
sensitive information and assess risks

ς Synthetic (artificial) free-text generation (FORTRESS): generate 
realistic data that is not about real people (or events)
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Focusing on free-text data



Å What should generation, validation and access to synthetic text within TRE look like?

ς pain points (technical, governance, quality)

ς safeguards that we need

ς current limitations.

Å How to assess whether synthetic free text preserves sufficient analytical value while 
reducing disclosure risk?

Å Making synthetic FAIR: how to document synthetic texts so that it can be found, accessed, 
interoperable, re-used.
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Aims



Å Technical development – text generation methods

ς How to guide large-scale, federated text generation?

Å Public involvement and engagement

ς What are public views on synthetic text generation?

Å Synthetic text validation

ς What needs to be validated and how?

Å Meta-data and descriptions

ς How to ensure transparency and provenance?

Å Federated TRE deployment

ς How to ensure that training and generation can be run in TREs?
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Work streams





Work streams: Technical development

**History of Present Illness**
The patient reports intermittent exertional chest discomfort over 
the past several months, described as a dull central pressure 
occurring primarily when walking uphill. Symptoms resolve with 
rest and have not been associated with syncope, palpitations, or 
dyspnoea at rest.



Work streams: Technical development

- Built-in differential privacy

- Separate training for
- document style
- content: (perturbed) clinical 

terms used as a blueprint

https://arxiv.org/abs/2509.10882



Å Public Advisory Panel ᴒ Ǝ; ;Ə

ς A diverse group (gender, age, ethnicity, carer status) of 12 people

ς To share their views and help shape the research and research outputs

ς Two public contributors included in the Project Advisory Board

Å PAP meetings  (January, February, March)

1. What you think of the idea to generate synthetic free-text (health) data to train AI? 
What would be your main concerns?

2. What is important to you and what worries you about how synthetic text may be made? 
F|Jº T­ ÇX ´|J³X  « A>(´ŷ º|X ª­TXӃ º|Jº zX«X³JºX´ º|X ´É«º|Xº N TJºJ ­³ º|X TJºJųᴒ

3. What ways of providing access to the model/data are acceptable? 
What needs to be included within meta-data descriptions of synthetic free text health datasets?
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Work streams: Public involvement and engagement



Å What needs to be validated and how? 

Å Comparison to the real-world dataset
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Work streams: Synthetic text validation

General text quality

How fluent, readable, and 

structurally realistic the 
synthetic text appears

Domain-specific fidelity

Whether the clinical content 

and language patterns reflect 
real medical practice

Privacy risk

How likely synthetic notes are 

to leak or memorise real 
patient data

Utility

How well models trained on 

synthetic data perform on real 
tasks

Both automated (e.g. distributions, utility) and manual (e.g. clinical fidelity) validation



Å ?É«º|Xº N ºXÈº żTJºJ NJ³TŽ

Work streams: Meta-data and descriptions

Dataset Provenance

ω How the dataset has 
been generated, by 
whom, when, etc.

ω Model and training 
process description

ω Governance, licence, 
data access 
agreements, etc.

Quality & Privacy

ω Quality indicators, e.g. 
perplexity 
(general/clinical LM), 
readability (Fleschς
Kincaid, SMOG), 
distribution, clinical 
fidelity, etc.

ω Privacy guarantees.

Utility

ω What the dataset 
(model) can be used 
for.

ω Utility indicators: 
performance metrics 
for specific tasks.

Results reported for both original and synthetic dataset





http://www.dareuk.org.uk/
mailto:gnenadic@manchester.ac.uk


Introduction to GROVE

Dr Olly Butters, University of Liverpool
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This is challenging

There are a lot of homes
in England (~25M)

Lots of data generated for each 
property means there is a lot of data!
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Technological Development

- Richer linkage, higher disclosure risk
- Problems .PUD VS>XJ>á Z>UJ>@áDV A>O AUD>XD > YOJTYD xEJOHDUSUJOXy >OC DO>@áD

location inference after pseudonymisation.
- Output: Risk model + safe enrichment rules (aggregation, suppression, 

spatial k-anonymity / minimum cell sizes).

- Spatial insight without coordinates
- Problem: Removing coordinates protects privacy but prevents spatial methods (and 

control for spatial dependence).
- Output: Coordinate-free spatial objects (adjacency/proximity graphs; 

spatial weights matrices) resistant to reverse engineering.

- .>SV XI>X CPOwX CJVAáPVD
- Problem: Maps can leak identity/location via small areas and low counts.
- Output: Disclosure-controlled mapping outputs (generalisation, density/heatmaps, 

automated output checks) for DataSHIELD-style analysis.





mailto:hipr@liverpool.ac.uk
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Privacy Risks in Sensitive Free-text Notes

Examples of information that 

identifies patients, family 

members, medical 

professionals directly

Indirect Identifiers: 

information that 

increases the risk 

of re-identification

Dates

Addresses

Phone Numbers

Medical Record No

Names
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Addressing and Managing Privacy Risks with Natural Language 
Processing (NLP)

+

Embedding privacy-risk algorithms into a 
toolkit for TREs to manage and assess privacy 
risk transparently, with public support.

Current privacy risk 
identification focuses 
on direct identifiers

Newer technologies may 
be better at finding 
privacy risks









http://www.dareuk.org.uk/
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Å Experienced digital project 
manager

Å Expertise in planning & 
delivery of complex 
stakeholder projects, running 
workshops & public events

Å Knowledge of research data 
management and digital 
infrastructures

Å Special Projects Lead for TVS SDE
Å Experienced programme manager with a background in software engineering
Å Expertise in delivering large-scale clinical informatics change programmes in public 

institutions

Å Academic Director of Digital Scholarship & 
Laboratory for AI Security Research

Å SSI cofounder
Å National roles on digital research infrastructures 
Å Knowledge of  data infrastructures across 

disciplines, reproducibility, data security, software 
sustainability, AI

Å University of Oxford Academic Lead for 
Research Computing and TREs

Å Chair of national NIHR BRC Informatics Forum
Å Expert in research informatics and data 

management in biomedical spaces

Damon Strange,
Ex Nihilo/Uni. of Oxford

Kinga Várnai, OUH NHS FT, Thames Valley and Surrey Secure Data Environment

Professor Brian Marsden, University of Oxford

Professor David De Roure, University of Oxford

Å Product Owner of the UCL 
Advanced Research 
Computing TRE

Å Collaborator on DARE-UK 
funded projects

Å Experienced in software 
engineer practices, 
management, & secure 
infrastructure

George Svarovsky, University College London

A Research Project, funded by Data and Analytics Research Environments (DARE) UK, running 
until January 2027, and a collaboration between University College London, Thames Valley & 
Surrey Secure Data Environment and the University of Oxford.





Å TREs inherently require secure coding practices

– Software changes in shared code must be managed to prevent context-specific vulnerabilities
and maintain the 5 Safes

Å The context is different between orgs and over time

– Local policies, services, certifications

– Information Security Management Systems ¥ what can be shared?

Å Scalability is served by layered sharing of responsibility

– E.g. compute platform, TRE core, research software

– Responsibilities must be well-defined and well-understood

Å Good practice in research software is still emerging

– Researchers are not (often) software engineers
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Why is Software Stewardship Hard?
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Why this Collaboration?

Å Oxford and UCL are aligned in their requirements for supporting research on sensitive data

– Large variety of research domains,

– Large volume of research projects,

– with support for High Performance and AI Compute,

– in which the TRE is not the Data Provider.

Å 8#- 5#wV 75& >OC *6.6 YVD > 6I>UDC 5DVSPOVJ@JáJX] .PCDáq JCD>á EPU XIJV MJOC PE 75&

– in operation and certified to ISO 27001 and DSPT at UCL

Å Oxford would like to develop and implement best practice in TRE Software Stewardship

Å 8#-[>OX 0\EPUCwV IDáS XP APOXJOYPYVá] JNSUPZD
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What Does Success Look Like?

Å An exemplar of federated TRE software engineering

– Working with shared secure, scalable TRE code, ISMS documentation and Research software

– Establishing a pattern for scaling to other institutions, using open-source

– DevOps in production and ISO 27001 certified, and active research

– In two large, complex institutions with broad research portfolios and high watermark security requirements

– Supporting new approaches in TRE federation

Å Leading to a unified, open approach to Software Stewardship

– which we will continue to operate

– and others can adapt and build on

– underpinned by P(P)IE activities



Pilot Project  Spotlight

Å 0OáJOD >UXV >OC AYáXYUD EPU ]PYOH SDPSáDwV NDOX>á ID>áXI ¥
NIHR funded collaboration between NHS Trusts, multiple 
universities, museum and charity partners.

Å Closely involves Oxford Gardens, Libraries and Museums
(GLAM).

Å Community engagement and collaboration at the heart -
]PYOH SDPSáD [IP CPOwX EDDá ID>UCq EDDá D\AáYCDC PU EDDá
disadvantaged in some way.
o Recruited Research Advisory Group of 16–24 year-olds.

o Young people involved in co-producing the interventions.

o Representatives at every ORIGIN meeting.

https://fundingawards.nihr.ac.uk/award/NIHR204148







https://share.hsforms.com/11tcsnX71T8ub62_dG1Avcw505u4
http://www.dareuk.org.uk/
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TRUSTEE: Safely using other 

peopleôs computers as part of a 

Trusted Research Environment

(Research lead) and Antony Chuter (PIE lead)

04 March 2026 | DARE UK Next-Gen Catalysts webinar





The key idea

Goal: To safely use computer systems managed by 

others for research with sensitive data





The key idea

Goal: To safely use computer systems managed by 

others for research with sensitive data

How: By temporarily taking control of those systems 

and securing them from their administrators

Why: To enable research with sensitive data, 

especially with large-scale data and for AI



Trusted Research Environments (TREs)



TREs are highly secure 









TREs combine strong technical

Project A Project B Project C

Project D Project E Project F

Isolated projects

De-identified data

No internet

No copy + paste

Secure connections

Technical controls





Why this work is needed







Why this work is needed

Limited processing power within existing trusted 

research environments (TREs), especially for AI

Large scale / AI computers are not TRE-secure

National supercomputers
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Why this work is needed

Limited processing power within existing trusted 

research environments (TREs), especially for AI

Large scale / AI computers are not TRE-secure

National supercomputers

Institutional clusters

Lab-hosted clusters

Individual researcher workstations



Where we are



Cloud TREs: Shared responsibility model



Cloud TREs: Shared responsibility model

Cloud service provides secure building blocks



Cloud TREs: Shared responsibility model

Cloud service provides secure building blocks

building blocks into a secure system





Cloud TREs: Shared responsibility model

Cloud service provides secure building blocks

building blocks into a secure system

Cloud provider promises not to look at data 

stored and processed on their systems

TRE operator responsible for user access and 

data management (information governance)



Cloud TREs: Shared responsibility model





How FRIDGE works

Provides technical protections to strongly isolate 

groups of computers within a supercomputer





How FRIDGE works

Provides technical protections to strongly isolate 

groups of computers within a supercomputer

Allows these isolated groups of computers to be 

controlled and configured by existing TRE owners

Tells the supercomputer owner what they need to 

do to ensure security



FRIDGE: Extending governance control

Home 

TRE

Supercomputer







FRIDGE: Extending governance control

Home

TRE
Secure tunnel

Supercomputer

Step 3: A secure connection

is established between the

home TRE and the satellite TRE 







The limits of FRIDGE

Secure tunnel

Supercomputer

The supercomputer host cannot

legally look inside the satellite

TRE but they can still technically

do so if they choose to break the 

shared hosting agreement

Step 1: Supercomputer host 

isolates part of the system as

a secure TRE tenancy

TRE



The limits of FRIDGE

Relies on a shared responsibility model



The limits of FRIDGE

Relies on a shared responsibility model

May not be sufficient for highly sensitive data



The limits of FRIDGE

Relies on a shared responsibility model

May not be sufficient for highly sensitive data

individual AI 

workstations run by individual labs or researchers



Where we want to be



Where we want to be



TRUSTEE: Extending technical control



Confidential Computing

Encrypted on 

storage and 

databases

Encrypted when 

sent over the 

network

System owner 

cannot access data





Confidential Computing

Technical capabilities built into modern computer 

processors





Confidential Computing

Technical capabilities built into modern computer 

processors

Uses a secure mode that makes the processor 

inaccessible to the system administrators

Provides a way for the user to verify processor 

security and encrypt data and code





Beyond FRIDGE (TRUSTEE)

Secure tunnel

Supercomputer

Step 4: Lock down individual

computer processors within

the satellite TRE tenancy with

confidential computing

Even if the supercomputer host

breaks the agreement not to look 

inside the satellite TRE tenancy 

they cannot see the data or what

is being done with it

TRE







Beyond FRIDGE (TRUSTEE)

Secure tunnel

Supercomputer

S
e
c
u
re

 tu
n
n
e
l

Processor locked down so 

the lab or researcher cannot

see the data or what is being 

TRE







Our approach



PIE programme

Dedicated PIE lead as part of core project leadership team
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Dedicated PIE lead as part of core project leadership team

Public advisory group embedded in project as public voice 

with regular co-working workshops





PIE programme

Dedicated PIE lead as part of core project leadership team

Public advisory group embedded in project as public voice 

with regular co-working workshops

Integration with DARE UK TREvolution PIE workstream

Sessions at public TRE Community Collaboration Cafes





Community co-design

Targeted co-design workshops with DARE UK TREVolution

programme

Wider stakeholder engagement workshops through virtual 

and in-person events





Community co-design

Targeted co-design workshops with DARE UK TREVolution

programme

Wider stakeholder engagement workshops through virtual 

and in-person events

Attending workshops and seminar series held by other 

stakeholder communities

Embedding public voice in project from the start with our 

embedded public advisory group



https://turing.ac.uk/research-engineering


Potential Q&A slides







Synthetic data & TREs

Enabling and Connecting TREs
Transparency for the public, efficiency for the researcher

Steve Harris

NHS Consultant and Researcher





http://arxiv.org/abs/1908.08737
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Safe-guarded data
TREs (Level 1/2)
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Synthetic data
Public [TREs Level 0)]













Project aim

Open synthetic data for 
collaboration and transparency
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For every patient data study, a data card …
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For every patient data study, a data card …



Our tools

White box versus black box



White box
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Synthetic data
Public [TREs Level 0)]
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White box: Data Faker*

https://github.com/alan-turing-institute/sqlsynthgen
https://github.com/SAFEHR-data/datafaker



Black box
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Safe-guarded data
TREs (Level 1/2)
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Generative adversarial networks and more …



Our people

1. NHS Information governance teams

2. Patients and public

20

Steve Harris

May Yong

Martin O’Reilly

Sarah Keating

Eva Driskell

Anmol Arora

Sulyman Abdulkareem
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