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Global Digital and Data Governance: Ownership, power 
and innovation



The Digital Health and Rights Project: Research, 
advocacy and learning across borders

Digital Health and Rights Project

A network of 10 organizations spanning 10 countries. Our work focuses on collaboration and an anti-oppressive 
approach.

• Fundacíon Karisma
• GNP+
• KELIN (Kenya)
• NAP+ Ghana
• Privacy International
• Restless Development
• STOPAIDS
• Universidad de los Andes (Colombia)
• VNP+
• Host: University of Warwick

Our highly collaborative working style includes field study exchanges and cross-border coaching 
to maximize learning opportunities.



How is digital transformation of health affecting human 
rights of young adults in LMIC?

• How do young adults 
experience multiple digital 
divides?

• How do criminalization, stigma 
shape experience of digital 
surveillance, community 
mobilization?

• What kinds of digital literacy do 
young adults need and want?

• What lessons can be learned 
from the HIV movement for 
future mobilization and 
advocacy?

• What is the future of human 
rights in digital age?



Participatory action research with 
Community Advisory Teams (CATs)
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National teams co-design research
Study participants helped shape the research questions, tools.

Support data-gathering
Community members mobilized peers, helped to gather data.

Validate rindings
Participants reviewed and confirmed research conclusions.

Drive advocacy
With STOPAIDS, Privacy International, CATs will lead policy change.

Youth members received leadership training, digital rights training, 

and will lead our #MakeITSafe social media campaign



Qualitative research to explore lived experiences

Desk Research

Four comprehensive country briefs and a scoping review

Focus Groups and In-depth Interviews

33 discussions across rural, urban, and periurban areas of each country

Key Informant Interviews

41 interviews with experts, stakeholders

National research led by national NGOs, unis

Early-career researchers and national PIs in each country

Translation of 4,000+ pages of transcripts in six languages (English, Sheng, Spanish, Swahili, Twi, Vietnamese) 
enabled rigorous collaborative analysis using Dedoose.



Focus Groups: 302 Diverse 
Young Adults in Four Countries

Participant Demographics

• Ages 18-30

• Seven gender identities (self-
described)

• All had primary education

Represented Groups

• People living with HIV

• Sex workers

• Sexual minorities

• Trans people

• Rural women

Geographic Distribution

• 27% rural

• 50% urban

• 23% peri-urban

Participants were recruited 
from multiple locations across 
each country, ensuring diverse 
perspectives and experiences.



Privacy and stigma: Shared concern in four countries

“Hospitals have tablets that 
ask your sexuality, your 

gender…you’ll be scared. 
What if the person you are 

giving information to reports 
you?” 

23-year-old woman, 
Kumasi, Ghana

Fear of Being Outed

Browser searches, messages, and social media activity could 
reveal HIV status, LGBTQ+ identity, or sex work.

Data Security Concerns

Fears about hacks, leaks, and companies selling data to 
third parties.

Safety Threats

In Ghana, fears of vigilante violence or arrest under anti-
homosexuality bill.

Mental Health Impact

Reluctance to engage online creates social isolation and anxiety.



Cost of Getting Online Deepens 
Exclusion in Ghana, Kenya

Prohibitive Costs

High price of 

smartphones, 

airtime, and data 

forces impossible 

choices between 

connectivity and 

basic needs.

Mobile Debt 
Spiral

Microloans for 

airtime trap sex 

workers and informal 

sector employees in 

cycles of debt.

Forced Device 
Sharing

Economic necessity 

forces phone sharing 

with family or 

friends, dramatically 

increasing privacy 

risks.

“After my sister read [a doctor’s 
text message to refill an ART 

prescription], my sister told my 
father. 

I had to move out, because he 
told me that I was no longer his 

child.” 

25-year-old woman living with 
HIV, Nairobi, Kenya



“Who would be the greatest threat if they had access 
to your health data?”

Family Concerns

"I think I am most worried about my family." - 22-year-old man, Kitui, Kenya

Government Distrust

"I would say the State, definitely. Their health databases aren't very private." - 30-year-old man, Cali, Colombia

Health App Privacy

"It's possible the app will expose patient information." - 23-year-old trans person, Hanoi, Vietnam



¾ of study participants described Technology-
Facilitated Abuse against selves or peers

Online Harassment
Abusive comments targeting people living with HIV, LGBTQ+, sex workers, HIV peer outreach workers

Criminal Activities
Blackmail, stalking, extortion, nonconsensual porn

Offline Violence
Extreme incidents of physical harm in Colombia, Ghana

Self-Harm
Internalized stigma, isolation leads to self-harm

“Let's say for example as a person who is living with HIV, if I'm talking about my daily life and how I take my meds, on 
the Internet…People say: ‘you will just die’, ‘you are cursed’…You are an outcast.”
– 24-year-old non-binary person, Mombasa, Kenya



Lack of Support & Remedy

Legal Gaps

Unclear laws on technology-facilitated abuse

Enforcement Issues

Police disregard or perpetuate abuse

Victim/Survivor Blame

Survivors face additional stigma when reporting

Community Solutions

Paralegals, rights training, specialized tribunals needed

Vietnam: 
Greater optimism about using laws:
calls for better enforcement, legal aid

“I think that all of us have denounced at some 
point, we have complained, and most of the 

time, nothing happens.” 

22-year-old trans person, 
Bogota, Colombia



Overlapping inequalities can deepen digital exclusion

Cost barriers
Phones and airtime hard to afford 

Digital health literacy
Hard to navigate online health information
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Privacy fears
Data leaks and being outed online

Gender inequality
Persistent social barriers

Online abuse
Increasingly normalized



Digital resilience, digital literacy and the future

Accra, Ghana: 
“In the near future, I'm hoping to see 
room open for transparency and 
accountability.”

Many young adults were positive about the future
Calls for training in AI, digital literacy in Ghana, 
Vietnam
Participants curious about AI

• Use it for searches, “friendship”
• Mistaken belief that AI “more private”

Digital empowerment is: 
building knowledge of human 
rights in relation to
digital technologies and 
spaces, and supporting 
people to mobilise and 
contribute to digital 
governance and decision-
making.



Advocating to protect data privacy and human rights: 
from communities to global institutions



Thank you!
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